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solicitations and contracts or task orders or
delivery orders, including those using FAR
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and contracts or orders solely for the
acquisition of commercially available off-the-
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order to implement a phased rollout of
CMMC, inclusion of a CMMC requirement in
a solicitation during this time period must be
approved by OUSD(A&S).”
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items, except for solicitations and contracts or
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SUBPART 204.75 —CYBERSECURITY MATURITY MODEL CERTIFICATION

Parent topic: PART 204 - ADMINISTRATIVE AND INFORMATION MATTERS

204.7500 Scope of subpart.

(a) This subpart prescribes policies and procedures for including the Cybersecurity Maturity Model Certification (CMMC) level requirements in DoD contracts. CMMC is a framework that measures a contractor's
cybersecurity maturity to include the implementation of cybersecurity practices and institutionalization of processes (see hitps:/fwww.acq.osd. mil/cmmc/index.html of ).

(b) This subpart does not abrogate any other requirements regarding contractor physical, persennel, information, technical, or general administrative security operations governing the protection of unclassified
nformation, nor does it affect requirements of the National Industrial Security Program.

204.7501 Policy.

(8) The contracting officer shall include in the solicitation the required CMMC level, if provided by the requiring activity. Contracting officers shall not award a contract, task order, or delivery order to an offeror that
does not have & current (i.e., not more than 3 years old) CMMC certificate at the level required by the solicitation.

(b} Contractors are required to achieve, at time of award, 8 CMMC certificate at the level specified in the solicitation. Contractors are required to maintain a current (i.e., not more than 3 years old) CMMC certificate
at the specified level, if required by the statement of work or requirement document, throughout the life of the contract, task order, or delivery order. Contracting officers shall not exercise an option period or extend
the period of performance on a contract, task order, or delivery order, unless the contract has a current (i.e., not more than 3 years old) CMMC certificate at the level required by the contract, task order, or delivery
order.

(c) The CMMC assessments shall not duplicate efforts from any other comparable DoD assessment, except for rare circumstances when a re-assessment may be necessary such as, but not limited to when there
are indications of issues with cybersecurity and/or complhiance with CMMC requirements.

204.7502 Procedures.
(@) When a requiring activity identifies a requirement for a contract, task order, or delivery order to include a specific CMMC level, the contracting officer shall not—
{1} Award to an offeror that does not have a CMMC certificate at the level required by the solicitation; or
(2} Exercise an option or extend any period of performance on a contract, task order, or delivery order unless the contractor has a CMMC certificate at the level required by the contract.

(b) Contracting officers shall use Supplier Performance Risk System (SPRS) (https:/fwww.sprs.csd.disa.mil/) to verify an offeror or contractor's CMMC level.

204.7503 Contract clause.

Use the clause at 252.204-7021 , Cybersecurity Maturity Model Certification Requirements, as follows:

(&) Until September 30, 2025, in solicitations and contracts or task orders or delivery orders, including those using FAR part 12 procedures for the acquisition of commercial items, except for solicitations and
contracts or orders solely for the acquisition of commercially available off-the-shalf (COTS) items, if the requirement document or statement of work requires a contractor to have a specific CMMC level. In order to
mplement & phased rollout of CMMC, inclusion of a CMMC requirement in a solicitation during this time period must be approved by OUSD(AZS).

(b} On or after October 1, 2025, in all solicitations and contracts or task orders or delivery orders, including those using FAR part 12 procedures for the acquisition of commercial items, except for solicitations and
contracts or orders solely for the acquisition of COTS itemns.



INTRODUCTION

US Government and Especially US Department of
Defense (DoD) cybersecurity movement does not only
affects the domestic industry, but also foreign entities
because of their global supply chain.

The US defense industry base (DIB) is estimated to be
more than 100 000.

The DoD global supply-chain is estimation by DoD to be
more than 300 000.

DoD Estimate that 80 000 Suppliers will be required to
have CMMC 2.0 L2 Capability

This is the reason for why the US Government
cybersecurity movement impact companies abroad.

The Council of Economic Advisors
estimates that malicious cyber activity
cost the U.S. economy between $57
billion and $109 billion in 2016



https://www.federalregister.gov/documents/2020/09/29/2020-21123/defense-federal-acquisition-regulation-supplement-assessing-contractor-implementation-of

INTRODUCTION: WHY CMMC?

TECHNOLOGICAL ADVANTAGE

US is under cyber-attack by T
foreign adversaries, industry and -
criminals with the purpose to:

roveal
"SEA DRAGON" - US Navy
Supersonic Missle

ONLINE
DISINFORMATION IN
THE UNITED STATES




INTRODUCTION: WHY CMMC?

: TECHNOLOGICAL ADVANTAGE
US is under cyber-attack by —

foreign adversaries, industry and
criminals with the purpose to:

Exfiltration
Disrupt critical infrastructure [SEE5ETs

Obtain military superpower !
capability

Disinformation (fake news)

ONLINE
DISINFORMATION IN
THE UNITED STATES




INTRODUCTION: WHY CMMC?

“Attack him where he is

“THE WEAKNESS LIES WITHIN SUPPLY CHAIN” unprepared, appear

where you are not
expected.”

« WITHAPERFECT CASTLE, YOUR SUPPLY
CHAIN WILL BE THE TARGET

« SMALL, MEDIUM BUSINESS

« COST, COMPETENCE AND LEGACY SYSTEM



https://www.mitre.org/sites/default/files/publications/pr-18-2417-deliver-uncompromised-MITRE-study-26AUG2019.pdf

CMMC 2.0: TRUST BUT VERIFY

« CMMC* IS AMATURITY MODEL DIVIDED INTO
THREE LEVELS

. LEVEL 1 = FEDERAL CONTRACT
INFORMATION (FCI)

. LEVEL 2 = CONTROLLED UNCLASSIFIED
INFORMATION (CUI)

 LEVEL 3 =ADVANCED PERSISTANT THREAT
CAPABILITIES TO PROTECT OF CUI

*Cybersecurity Maturity Model Certification

2.0

PRACTICES

LEVEL3
txpert

LEVEL1

Foundational



https://www.acq.osd.mil/cmmc/index.html

CMMC 2.0: TRUST BUT VERIFY

« CMMC IS AMATURITY MODEL IS DIVIDED INTO SELF
ASSESSMENT AND THIRD PARTY ASSESSMENT

« SELF ASSESSMENT
 LEVEL 1 (ALL CONTRACTYS)
 LEVEL 2 (VERY LIMITED NUMBER OF CONTRACTS)

 THIRD PART CERTIFICATION
 LEVEL 2 (MAJORITY OF ALL CONTRACTS)
 LEVEL 3 (VERY LIMITED NUMBER OF CONTRACTS)



https://www.mitre.org/sites/default/files/publications/pr-18-2417-deliver-uncompromised-MITRE-study-26AUG2019.pdf

WHO WILL BE SCOPED BY CMMC?

 ALL SUPPLIERS WILL BE SCOPED BY CMMC to
be a in DoD supply chain

« CMMC LEVEL WILL BE STATED IN RFI/RFP
* DFARS CLAUSE 252.204-7021

e ...meantime self assessment for Level 2 will
appear

« DFARS CLAUSE 252.204-7019 (Contractor)
« DFARS CLAUSE 252.204-7020 (Flow-Down)




l CONTROLLED
I I UNCLASSIFIED
[NFORMATION

EXCEPTION

DoDI 5230.24, August 23, 2012

ENCLOSURE 3

PROCEDURES

1. All DoD Components generating or responsible for technical documents shall determine their

distribution availability and mark them appropriately before primary distribution. Distribution
statements shall be used in addition to applicable classification and dissemination control

markings specified in Volume 2 of Reference (1).

2. DoD distribution statement markings shall not be required on technical proposals or similar
documents submitted by contractors seeking DoD funds or contracts; however, markings
prescribed by applicable acquisition regulations shall apply.




l CONTROLLED
UNCLASSIFIED
[NFORMATION

HOW TO IDENTIFY CUI: EXAMPLE

Identification and Marking of Covered Defense Information

</ Contract Data Requirements List (CDRL) — Form DD1423

ATES OF

CONTRACT CONTRACT DATA REQUIREMENTS LIST | )‘F;r'r\n .45;17;;»‘ ed .
. b 11 OMB No. 0704-018
Statement of Work (Section C) T R P ey
— Prepared by Requiring Activity when DoD o S : T o e e
T(: ) B Supplies or Services and Prices/Costs INSTRUCTION (1 Data Item) OMB No. 0704-0188
requires development and delivery of 2 RefinnesDoc. g D Work et s '
. . 3. Requirements (1 Data Item) OMB No. 0704-0188
covered defense information D Packaging and Marking M _
. . Contract E  Inspection and Acceptance s _"':‘"L : PR h..,_..,m.:r“ﬁ‘:-.;..,.,.ummms.:;x;;‘?.‘;‘:-f}:‘ 5 et it
Contract Clauses (Section 1), includes Doy DA L o tomaee s T e i =
—  FAR Clause 52.204-2, when contract i e G Contract Administraton Data E— e ey N L PO mwo
involves access to Confidential, Secret, or H. {Spocel CorkataReg il ot e e 1 i ‘{Jujf,’,";f{jffj’,“"°" U CTRE) s e —
Top Secret information AR CONTRAGT CLAUSES e R _Lrwsrn HEm sea . DC
Procurement Regulations e s implmtntion o DD 220 cnln documet J Asaho e AREICL e
_ !=AR Clause 52.204-21, when contra-ct D o |or Lo v i — ey T T e —=
involves Federal Contract Information BLoc SEEBLOCK 16 o
. PART Ill. LIST OF DOCUMENTS, EXHIBITS List Contains S ETC
- DFARS CIause 252.204-7012 In a" AMDOTIERATTAGHIENTS :_:::[:"“"" BLOCK, he Government requires thirty (30) working days for review and e S
contracts except COTS J Ustof » |sow com Final copy shall be submitted NLT thirty (30) working days after | SEEBLOCK16
Spedfication - eyl el it
Financial Data:
. . PART IV. REPRESENTATIONS AND Sheet H H H H H
List of Attachments (Section J) R A RSENTATI sog Femmis Item 9. For technical information, §peC|fy n_aqu[rement
deli bl identified i Busines {ocisd neoicsonsRrrY o) for contractor to mark the appropriate distribution
— Datadeliverables as identified in Contract | sysmecmrs = e esliaoarand o e DoDI 5230.24 statement on the data (ref. DoDI 5230.24); information is
H H Cost Accounting 2 : gy B i % &
Data Requirements List (CDRL) Sondants Statements o Offecors D<ot controlled when distribution statement is B-F
_ Security classification Guides Hotkees, L Instructions, Conditions, and Notices to Offerors ——j | Progress Payments etc.
_ Specifications M Evaaton Foconsfor Avard  —————> No change to existing marking procedures for contract deliverables - e.g.,
Confract Atachments (i.e., SOW/SO0) = = - = - -
Other Government Furnished Information Convact X (1., CORLS) controlled technical information is marked in accordance with DoDI 5230.24

Unclassified Unclassified



APPEARANCE OF CUI

Pre-Award and Solicitation Evaluation and Award

Requirements Market | | Acquisition | Fo-m7 | Competition | ['pep Evaluation/ | | Setection | | Award
Determination Research Planning Requirements Negotiation
BUSINESS PLAMMHING . . . MARKETING PROPOSAL PREPARATION NEGOTIATION

Contract Adminstration

... SUBCOMNTRACTING . . . DELIVERY & COMPLIAMCE . . . CHANGES, .. ... INVOICING . . . SCHEDULING MONITORING
ACCEPTANCE CLAIMS & DISPUTES  CLOSEOUT & COLLECTION

Mote: shaded represents contractors activities during each Phase




APPEARANCE OF CUI

Pre-Award and Solicitation
Requirements ‘ Market | | Acquisition | [Fog ] | Competition | 1'gep | Evaluation/ | | Selection | [ Award
Research Planning Requirements - Negotiation I_I I_I

Evaluation and Award

BUSINESS PLANNING ... MARKETING PROPOSAL PREPARATION NEGOTIATION
CUI MAY APPEAR DURING NEGOTIAN CUI IS HIGHLY LIKELY TO
APPEAR

Note: As long as no other communication have been made there is no requirement for the
organization to protect its proposal as CUI




APPEARANCE OF CUI

Pre-Award and Solicitation Evaluation and Award

Requirements Market | | Acquisiion | Fo-m7 | Competition | 'pep Evaluation/ | | Setection | | Award
Determination | | Research | | Planning Requirements Megetiation
BUSINESS PLAMMNIMNG . .. MARKETING PROPOSAL PREPARATION HNEGOTIATION

Contract Adminstration

-.. SUBCONTRACTING . . . DELIWERY & COMPLIANCE . . . CHANGES, _. .. INVOICING . . . SCHEDULING MONITORING
ACCEFTANCE CLAIMS & DISPUTES CLOSEOUT & COLLECTION

f

FCI will appear but also CUI may appear as for example CTI and other CUI categories




CREATING CUI

Applicability of CUI framework

Specifying the need, e.g. capability, Project to carry out development/modification/adaptationjAnything else than COTS, e.g. Commercial item
< functionality, Service and R&D to meet DoD defined need’s (Existing IPR) >
END USER: DoD CONTRACTOR AND ITS SUB SUPPLIERS CONTRACTOR AND ITS SUB SUPPLIERS
E G. PRODUCT SPECIEICATION DEVELOPED PRODUCT DATA PRODUCT DATA: Own by contractor or its
(Foreground IPR) sub-suppliers (Background IPR)
=" N General FAR/DFARS cybersecurity rule
— regarding safeguarding and protection —=L ™ —B —B —B —B
from dissimilation: — — — — —
1 «  “Any data received before or under a -
— contract and is marked in accordance =\ N N N N
— with DoD CUI instructions is CUI”, or — — — — —
»  “Any data created* by contractor/sub- — — — — —
supplier under a US government
contract and falls into a CUI category D — B N _— _—
OTHER TYPE OF CUI DOCUMENTS is defined as CUI, else it is FCI” E— — — — —
- *  “Federally Funded” - — — — —
— Exemptions to the general rule: —_h —3 — =3 =3
»  Public available information E— — — — —
* Released by Contracting Officer
«  Simple transactional information, " N N N N
such as necessary to process — — — — —
payments —— — — — —

*Created data must be marked in accordance with applicable distribution
statement by the contractor or sub-supplier before it is transferred up-
/downstream in the supply chain. For more information regarding “distribution
statement”, visit NARA



https://www.archives.gov/cui

EXAMPLE CUI: VTESS CDRL

JI SAM.cov

Home  Search Data Bank  Data Services Help

Logo Mot Available = Follow

Instrumentable Multiple Integrated

Laser Engagement System Vehicle

ontract Opportanty Tactical Engagement Simulation
Genera | Information System (IMILES VTESS)

Classification

Example of CDRL



https://sam.gov/opp/f1e944e1e919fb1e6118a47981c3ea35/view?keywords=vtess&sort=-relevance&index=opp&is_active=false&page=1
https://sam.gov/opp/f1e944e1e919fb1e6118a47981c3ea35/view?keywords=vtess&sort=-relevance&index=opp&is_active=false&page=1

EXAMPLE CUI: VTESS CDRL

CONTRACT DATA REQUIREMENTS LIST
(1 Data Item)

Form Approved
OMB No. 0704-0188

The public reporting burden for this collection of information is estimated to average 110 hours per response, including the time for reviewing instructions, searching
existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this

burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to the Department of Defense, Executive
Services and Communications Directorate (0704-0188). Respondents should be aware that not withstanding any other provision of law, no person shall be subject to
any penalty for failing to comply with a collection of information if it does not display a currently valid OMB control number.

Please do not return your form to the above organization. Send completed form to the Government Issuing Contracting Officer for the

Contract/PR No. listed in Block E.

]
1
L]
1
]
1
]
]
1
]
1
i
1
]
1
;
]
A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY .
- 1
A TDP ™ OTHER MGMT !
D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR :
I-MILES VTESS | VY e N B v v e v .
1. DATA ITEM NO. 2. TITLE OF THE DATA ITEM 3. SUBTITLE : 17. PRICE GROUP
i
a001 Contract Inveoicing and Payment Report X
4. AUTHORITY  (DafabenwiotorBbovmmemnsiioim i S RO TR B RO 6. REQUIRING OFFICE . [ 18.ESTIMATED
' TOTAL PRICE
DI-MGMT-81651 VTESS D01 SOW para 3.1.2 '
7. DD 250 REQ 9. DIST STATEMENT 0. FREQUENCY 12.DATE OF FIRST '
REQUIRED SUBMISSION 14. DISTRIBUTION :
T 1
o NEHLY See Block 16 b. COPIES .
8. APP CODE F 1. AS OF DATE 13.DATE OF SUBSEQUENT a. ADDRESSEE Final :
R SUBMISSION !
- See Block 1é Draft | Reg | Repro !
1
16. REMARKS i SFAE-STRI-KOL 0 0 1 !
1. Block 4: Contractor format is acceptable. SFAE-STRI-PMTRAD 0 0 1 '
]
2. Block 9: Distribution Statement F: Further dissemination only as directed .
by PEO STRI or higher DOD authority; effective June 2008. Other requests .
for this document shall be referred to PM TRADE, 12350 Research Parkway, :
Orlando, FL 32826-3276. :
1

17




EXAMPLE CUI: VTESS CDRL

CONTRACT DATA REQUIREMENTS LIST Form Approved
(1 Data ltem) OMB No. 0704-0188

The public reporting burden for this collection of information is estimated to average 110 hours per response, including the time for reviewing instructions, searching
existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this

burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to the Department of Defense, Executive
Services and Communications Directorate (0704-0188). Respondents should be aware that not withstanding any other provision of law, no person shall be subject to
any penalty for failing to comply with a collection of information if it does not display a currently valid OMB control number.

Please do not return your form to the above organization. Send completed form to the Government Issuing Contracting Officer for the
Contract/PR No. listed in Block E.

]
]
]
]
]
i
]
]
]
]
]
]
]
]
]
]
:
]
A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY '
]
A TDP ™ OTHER SESS !
D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR H
I-MILES VTESS I WAOOKE =16 =D=23 30 =X HA :

1. DATA ITEM NO. 2. TITLE OF THE DATA ITEM 3. SUBTITLE . 17. PRICE GROUP
]
See Block 16 See Block 16 :

i SSRETSTVE S=W Vs =T== S =Y =TT 6. REQUIRING OFFICE \ [18.ESTIMATED

' TOTAL PRICE
DI-ZES5-81880 TESS D01 30W para. 2.1.3.11 !
7.DD 250 REQ 9. DIST STATEMENT 19. FREQUENCY 12.DATE OF FIRST :
. REQUIRED BE SUBMISSION 14. DISTRIBUTION :
T (a) 1
) = See Block 16 b. COPIES i
]
8. APP CODE D 18. AS OF DATE 13.DATE OF SUBSEQUENT a. ADDRESSEE Final :
_ SUBMISSION !
& . See Block 16 Draft | Reg | Repro | 1
]
16. REMARKS | SFAE-STRI-KOL 0 0 1 !
Block 2: ENGINEERING CHANGE PROPOSAL (ECP) (MIL-STD-3046) SFAE-STRI-PMTRAD 4] (4] 1 :
]
1. Block 3: Documentation shall be named sc as to be cross-referenced/ :
traceable. :
2, Block 4: Contractor format is acceptable. ,
3. Block 8: Government approval is required wvia Configuration Controcl Board '
(CCB) pricr to any wariation being implemented .
4. Block 9: Distributicn Statement D: Distribution authorized to the i
Department of Defense (DoD) and US DoD Centracters only; test and :
evaluation, effective June 2009. Other regquests for this document shall ke '
referred to SFAE-STRI-PMTRADE-LT. '

18




SUPPLY CHAIN: WHATS AHEAD

METHODOLOGY

SSP Scoring
(If needed)

Sub Supplier

CUl Definition
Assessment “Bare
Methodology Minimum”

Application
Interdepende
ncies

Design:
Architectural
Concept

Design:
Target
Architecture

. General .
Identity HR sysiem
. Product

System decided to be out of scope, ie. no FCICUI contamination

Governance
Risk Ownership

Business

Client Requirement &

“Target supplier” Internal flow  Sub-supplier Capabilities

Operation

Management
System

(HOW)

Policies
(WHAT)

Technical
Architecture







This document and the information contained herein is the property of Saab AB and
must not be used, disclosed or altered without Saab AB prior written consent.

EXTRA SLIDES
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INTRODUCTION: CMMC 1.0

DIB SPRS registered

CMMC 1.0 roll-out plan

Number of DIB handling FCI: 97 992

Number of DIB handling CUI: 48 999

Number of DIBs registered in SPRS since

— Estimated by DoD (2020):
4 CMMC 1.0 Level 1
100 Q00 CMMC 1.0 roll-out plan
— Estimated by DoD (2020):
30t of November 2020
s0000 A\~ CMMC 1.0 Level 3-5
30t of November 2020
Interim Rule SPRS requirement
4
_d_ | I | | | |
2020 2021 2022 2023 2024 2025 2026 2027 2028

22




INTRODUCTION: CMMC 2.0

Rule-making process
9-24 months range

DIB SPRS registered

All DIBs

Excluded COTS suppliers ~ |

A

CMMC 2.0 roll-out plan
Guessed progress of DIBs register its SSP
CMMC 2.0 and POA&M in SPRS before CMMC 2.0 is

SPRS requirement final rule

30" of November 2020
Interim Rule SPRS requirement

Number of DIBs registered in SPRS since
30t of November 2020

CMMC 2.0 implementation window (9-24
months from November 2021).

CMMC Instruction to
Contracting Officers:
Ramping up by
Include CMMC
requirement in
solicitations and
contracts or task
orders or delivery
orders, including
those using FAR part
12 procedures for
the acquisition of
commercial items.

*POA&M = Plan of Action & Milestones. List includes non-
compliance, compensating controls and when it is corrected.
According to DFARS 252.204-7012 it must be approved by
DoD CIO

*SPRS = Supplier Performance Risk System. Department of
Defense Database.

| | | » YEAR

23

2020 2021

2022

2023

2024 2025 2026 2027 2028




INTRODUCTION: CMMC 2.0

Number of CMMC 2.0 have indicated that the controls can be in
controls in NIST a POA&M but closed within 180 days.

A

51 _ CMMC 2.0 have communicated that all of them
must be met.

45*

*FIPS 140-2 validated encryption will be accepted in
POA&M but closed within 180 days. This is a challenge

= for suppliers abroad US.
wn
<
QD
14 o
Q
(@]
<
1 3 5

NIST 800-171 Weighted score (DoD
Basic assessment methodology)

24




INTRODUCTION: CMMC 2.0

- 5 Certification levels 3 Certification levels: Foundational (L1 of FCI
level), Advanced (L2 or CUI level) and Expert
(L3 or APT level)

NIST 800-171 NIST 800-171 + 20 additional controls and  NIST 800-171 (anticipated to also include
process control NFO controls)
- 3 party assessment and certification Self assessment, 3" party assessment and
DCMA DIBCAC
Self-Assessment and POA&M POA&M not allowed at the time for POA&M allowed but not the highest-weighted
approved by DoD CIO certification requirements and need to be complete within
180 days
- Does not allow waivers to CMMC Allow waivers to CMMC requirement under
requirement “certain limited circumstances” and will be
“time-bound”
NIST 800-171 already expectedto = CMMC roll-out until 2027, thereafter all Roll-out when CMMC 2.0 is finalized, i.e.
be implemented contracts expected rulemaking 9-24 months

CMMC 2.0 Reverted back to basic, thereof the timeline should be taken seriously, i.e. within 24 months



US CYBERSECURITY WARFARE

Todays battlefield is digital!

Protection of sensitive information and critical
infrastructure has with time transferred from US
Government to its suppliers.

To ensure protection US Gov. implements powerful
enforcement actions and certification criteria for industry.




US CYBERSECURITY WARFARE

Todays battlefield is digital!

Protection of sensitive information and critical
Infrastructure has with time transferred from US
Government to its suppliers.

To ensure protection US Gov. implements powerful
enforcement actions and certification criteria for industry.

For example:
Foreign Ownership, Control or Influence (FOCI).
US Gov. Acquisition framework
Defense technology programs
Standards and certifications

Foreign trade with for example sensitive or emerging
technologies




PROTECTION OF SENSITIVE INFORMATION NOT ALLOWED TO BE PUBLIC

EO 13556
Controlled
Unclassified
Information
(Sensitive
Information)

us

NRCHIVE

Implement

Procurement EO 13556

Clauses

Sensitive Information

Definition of Information
not allowed by Law to be
public Information

NARA have 124 Information categories registered as CUI,
i.e. US Law, Regulation or Government policy forbid it to be
publically available

124 Information Categories = will contaminate every phase
of your business, e.g. solicitation information, agreement,
time-, quality plan, ECP, etc.

28



https://www.govinfo.gov/content/pkg/CFR-2018-title32-vol6/pdf/CFR-2018-title32-vol6-part2002.pdf

PROTECTION OF SENSITIVE INFORMATION NOT ALLOWED TO BE PUBLIC

EO 13556
Controlled
Unclassified
Information
(Sensitive
Information)

Procurement

Clauses

2016

NIST

National Institute of

Standards and Technology
U.S. Department of Commerce

Implement
EO 13556

NIST SP
800-171

Sensitive Information

us
Definition of Information
not allowed by Law to be
public Information

|

Government Defined
“Risk Position*

NARA have 124 Information categories registered as CUI,
l.e. US Law, Regulation or Government policy forbid it to be
publically available

124 Information Categories = will contaminate every phase
of your business, e.g. solicitation information, agreement,
time-, quality plan, ECP, etc.

NIST defines the cybersecurity posture/maturity a supplier
need to have, i.e. DoD risk position for exfiltration of CUI to
adversaries.

All information system needed to store, process, transit or
protect CUI is scoped by NIST SP 800-171

CMMC 2.0 Scoping Guide

29



https://www.govinfo.gov/content/pkg/CFR-2018-title32-vol6/pdf/CFR-2018-title32-vol6-part2002.pdf

PROTECTION OF SENSITIVE INFORMATION NOT ALLOWED TO BE PUBLIC

EO 13556

Controlled Procurement
Unclassified Clauses
Information

(Sensitive
Information)

2015 2016

NIST

National Institute of

Standards and Technology
U.S. Department of Commerce

Implement NIST SP
EO 13556 800-171

PRIME TIER 1

Signed DFARS (Contractors
252.204-7012 suppliers)

(Sub-
suppliers)

Sensitive Information

)\

us
Definition of Information
not allowed by Law to be
public Information

f f

Government Defined Supply Chain Capability
“Risk Position* to
Protect CUI

30



https://www.govinfo.gov/content/pkg/CFR-2018-title32-vol6/pdf/CFR-2018-title32-vol6-part2002.pdf

"TRUST BUT VERIFY”

TRUST IS GOOD, VERIFY IS BETTER

« US Government conclusion 2018 was that TRUST based approach have not
worked

« US Government Initiated Cybersecurity Maturity Model Certification (CMMC)
Initiative 2019 as a VERIFY based approach by third party assessor.

A SRARAR




"TRUST BUT VERIFY”

TRUST IS GOOD, VERIFY IS BETTER

 US Government conclusion 2018 was that TRUST based approach have not
worked

* US Government Initiated Cybersecurity Maturity Model Certification (CMMC)
Initiative 2019 as a VERIFY based approach by third party assessor.

CARROT AND STICK
« Carrot
*  The contractor or sub-supplier remains in the supply chain

« Stick
Financial consequences (fines, withholding payment etc.)
Cancellation of contract,
Termination as supplier (blacklisting) to US Government

False cybersecurity compliance statements from suppliers may result in
criminal liability (False Claims Act).
Department of Justice (DoJ) stated that false cybersecurity compliance

statements is on the priority list. Source:



https://www.justice.gov/opa/speech/acting-assistant-attorney-general-brian-m-boynton-delivers-remarks-federal-bar

SUPPLY CHAIN IMPACT WITH “VERIFY”

HOW DOES CUSTOMER “VERIFY” APPROACH
AFFECT CONTRACTORS SUPPLY CHAIN?

PRIME CONTRACTOR

%EEED"{E:

AIRPLANE

US Government makes the contractor Ultimately
responsible for its Supply Chain

Enforcing a “Verify” approach requiring not only that

Contractor is Certified, but also its Supply Chain that need -|_.-
to handle Sensitive Information.

Source: (2020)



https://www.dau.edu/_layouts/15/WopiFrame.aspx?sourcedoc=/Lists/Events/Attachments/289/CMMC%20Webcast%2013%20October%202020%20Final%20r2.pdf&action=default

SUPPLY CHAIN: WHATS AHEAD

THE PATH FORWARD WILL BE LIMITED
1. In-house, take back production



https://www.reuters.com/business/cyber-insurers-face-hefty-ukraine-war-related-claims-despite-fine-print-2022-03-31/

SUPPLY CHAIN: WHATS AHEAD

THE PATH FORWARD WILL BE LIMITED
1. In-house, take back production

2. Choose Strategical Suppliers with the same
challenge and interest to solve it with you
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SUPPLY CHAIN: WHATS AHEAD

THE PATH FORWARD WILL BE LIMITED
In-house, take back production

Choose Strategical Suppliers with the same
challenge and interest to solve it with you

Provide suppliers with IT solution, i.e. build you

own collaboration/supplier cloud
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SUPPLY CHAIN: WHATS AHEAD

THE PATH FORWARD WILL BE LIMITED
In-house, take back production

Choose Strategical Suppliers with the same
challenge and interest to solve it with you

Provide suppliers with IT solution, i.e. build you

own collaboration/supplier cloud

Address to the Government of the need of a
nation cloud



https://www.reuters.com/business/cyber-insurers-face-hefty-ukraine-war-related-claims-despite-fine-print-2022-03-31/
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SUPPLY CHAIN: WHATS AHEAD

IF YOU ARE A SMALL, MEDIUM BUSINESS

1. Think of which contracts and customer you
want!

Ask yourself: What is our cybersecurity baseline
today, do we have a supportive Architecture?

Ask if the customer can provide a collaboration
service. With that the responsibility to protect
the sensitive information remains with the
customer.

Have a long term goal, you may need to say No
to contracts along the way!




SUPPLY CHAIN: WHATS AHEAD

IF YOU ARE A LARGE ENTERPRISE

« Ask yourself: What is our cybersecurity baseline
today, do we have a supportive Enterprise
Architecture?




SUPPLY CHAIN: WHATS AHEAD

METHODOLOGY

SSP Scoring
(If needed)

Sub Supplier

CUl Definition
Assessment “Bare
Methodology Minimum”

Application
Interdepende
ncies

Design:
Architectural
Concept

Design:
Target
Architecture

. General .
Identity HR sysiem
. Product

System decided to be out of scope, ie. no FCICUI contamination

Governance
Risk Ownership

Business

Client Requirement &

“Target supplier” Internal flow  Sub-supplier Capabilities

Operation

Management
System

(HOW)

Policies
(WHAT)

Technical
Architecture
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SUPPLY CHAIN: WHATS AHEAD

IF YOU ARE A LARGE ENTERPRISE

Ask yourself: What is our cybersecurity baseline
today, do we have a supportive Enterprise
Architecture?

Are we dependent on Cloud-provider?

Do | know what type of cloud services is
compliant to be used?

 Compliance Vs Cybersecurity aspect

Ask yourself: Do | know our supply-chain

cybersecurity baseline and how many Tiers we
have?

Is it necessary to flow down Sensitive Information
to our Supply Chain?
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https://www.govinfo.gov/content/pkg/CFR-2018-title32-vol6/pdf/CFR-2018-title32-vol6-part2002.pdf




