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Released by DoD 28th of April 2022

“(a) Until September 30, 2025, in 

solicitations and contracts or task orders or 

delivery orders, including those using FAR 

part 12 procedures for the acquisition of 

commercial items, except for solicitations 

and contracts or orders solely for the 

acquisition of commercially available off-the-

shelf (COTS) items, if the requirement 

document or statement of work requires a 

contractor to have a specific CMMC level. In 

order to implement a phased rollout of 

CMMC, inclusion of a CMMC requirement in 

a solicitation during this time period must be 

approved by OUSD(A&S).”

“(b) On or after October 1, 2025, in all 
solicitations and contracts or task orders or 
delivery orders, including those using FAR part 
12 procedures for the acquisition of commercial 
items, except for solicitations and contracts or 
orders solely for the acquisition of COTS items.”
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INTRODUCTION

US Government and Especially US Department of 
Defense (DoD) cybersecurity movement does not only 
affects the domestic industry, but also foreign entities 
because of their global supply chain.

The US defense industry base (DIB) is estimated to be 
more than 100 000.

The DoD global supply-chain is estimation by DoD to be 
more than 300 000. 

DoD Estimate that 80 000 Suppliers will be required to 
have CMMC 2.0 L2 Capability

This is the reason for why the US Government 
cybersecurity movement impact companies abroad.

The Council of Economic Advisors 

estimates that malicious cyber activity 

cost the U.S. economy between $57 

billion and $109 billion in 2016

Source

https://www.federalregister.gov/documents/2020/09/29/2020-21123/defense-federal-acquisition-regulation-supplement-assessing-contractor-implementation-of
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INTRODUCTION: WHY CMMC?

US is under cyber-attack by 
foreign adversaries, industry and 
criminals with the purpose to:

4



COMPANY UNCLASSIFIED| NOT EXPORT CONTROLLED | NOT CLASSIFIED

Urban Lyxzén Bervelius, Saab Group | N/A| Issue  1

INTRODUCTION: WHY CMMC?

US is under cyber-attack by 
foreign adversaries, industry and 
criminals with the purpose to:

• Exfiltration

• Disrupt critical infrastructure 

• Obtain military superpower 
capability

• Disinformation (fake news)

5



COMPANY UNCLASSIFIED| NOT EXPORT CONTROLLED | NOT CLASSIFIED

Urban Lyxzén Bervelius, Saab Group | N/A| Issue  1

INTRODUCTION: WHY CMMC?

“THE WEAKNESS LIES WITHIN SUPPLY CHAIN”

• WITH A PERFECT CASTLE, YOUR SUPPLY 

CHAIN WILL BE THE TARGET

• SMALL, MEDIUM BUSINESS

• COST, COMPETENCE AND LEGACY SYSTEM

6

“Attack him where he is 
unprepared, appear 
where you are not 
expected.”
― Sun Tzu

LINK TO MITRE REPORT

https://www.mitre.org/sites/default/files/publications/pr-18-2417-deliver-uncompromised-MITRE-study-26AUG2019.pdf
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CMMC 2.0: TRUST BUT VERIFY

• CMMC* IS A MATURITY MODEL DIVIDED INTO 

THREE LEVELS

• LEVEL 1 = FEDERAL CONTRACT 

INFORMATION (FCI)

• LEVEL 2 = CONTROLLED UNCLASSIFIED 

INFORMATION (CUI)

• LEVEL 3 = ADVANCED PERSISTANT THREAT  

CAPABILITIES TO PROTECT OF CUI

*Cybersecurity Maturity Model Certification
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CMMC 2.0

https://www.acq.osd.mil/cmmc/index.html
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CMMC 2.0: TRUST BUT VERIFY

• CMMC IS A MATURITY MODEL IS DIVIDED INTO SELF 

ASSESSMENT AND THIRD PARTY ASSESSMENT

• SELF ASSESSMENT

• LEVEL 1 (ALL CONTRACTS)

• LEVEL 2 (VERY LIMITED NUMBER OF CONTRACTS)

• THIRD PART CERTIFICATION

• LEVEL 2 (MAJORITY OF ALL CONTRACTS)

• LEVEL 3 (VERY LIMITED NUMBER OF CONTRACTS)
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LINK TO MITRE REPORT

https://www.mitre.org/sites/default/files/publications/pr-18-2417-deliver-uncompromised-MITRE-study-26AUG2019.pdf
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WHO WILL BE SCOPED BY CMMC?

• ALL SUPPLIERS WILL BE SCOPED BY CMMC to 
be a in DoD supply chain

• CMMC LEVEL WILL BE STATED IN RFI/RFP

• DFARS CLAUSE 252.204-7021

• …meantime self assessment for Level 2 will 
appear

• DFARS CLAUSE 252.204-7019 (Contractor)

• DFARS CLAUSE 252.204-7020 (Flow-Down)
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EXCEPTION
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HOW TO IDENTIFY CUI: EXAMPLE
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APPEARANCE OF CUI
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APPEARANCE OF CUI

CUI MAY APPEAR

Note: As long as no other communication have been made there is no requirement for the 

organization to protect its proposal as CUI

DURING NEGOTIAN CUI IS HIGHLY LIKELY TO 

APPEAR
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APPEARANCE OF CUI

FCI will appear but also CUI may appear as for example CTI and other CUI categories
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END USER: DoD

E.G. PRODUCT SPECIFICATION

OTHER TYPE OF CUI DOCUMENTS

Project to carry out development/modification/adaptation 

to meet DoD defined need´s
Anything else than COTS, e.g. Commercial item

(Existing IPR)

Applicability of CUI framework

CONTRACTOR AND ITS SUB SUPPLIERS

Specifying the need, e.g. capability, 

functionality, Service and R&D

CREATING CUI

DEVELOPED PRODUCT DATA 

(Foreground IPR)

CONTRACTOR AND ITS SUB SUPPLIERS

General FAR/DFARS cybersecurity rule 

regarding safeguarding and protection 

from dissimilation:

• “Any data received before or under a 

contract and is marked in accordance 

with DoD CUI instructions is CUI”, or

• “Any data created* by contractor/sub-

supplier under a US government 

contract and falls into a CUI category 

is defined as CUI, else it is FCI”

• “Federally Funded”

Exemptions to the general rule:

• Public available information

• Released by Contracting Officer

• Simple transactional information, 

such as necessary to process 

payments

*Created data must be marked in accordance with applicable distribution 

statement by the contractor or sub-supplier before it is transferred up-

/downstream in the supply chain. For more information regarding “distribution 

statement”, visit NARA

PRODUCT DATA: Own by contractor or its 

sub-suppliers (Background IPR)

https://www.archives.gov/cui
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EXAMPLE CUI: VTESS CDRL

16

Example of CDRL

https://sam.gov/opp/f1e944e1e919fb1e6118a47981c3ea35/view?keywords=vtess&sort=-relevance&index=opp&is_active=false&page=1
https://sam.gov/opp/f1e944e1e919fb1e6118a47981c3ea35/view?keywords=vtess&sort=-relevance&index=opp&is_active=false&page=1
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EXAMPLE CUI: VTESS CDRL
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EXAMPLE CUI: VTESS CDRL

18
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“As-Is”
SSP Scoring 
(If needed)

CUI 
Assessment 
Methodology

Definition 
“Bare 

Minimum”

Application 
Interdepende

ncies

Design: 
Architectural 

Concept

Design: 
Target 

Architecture
Build Transit Operation

SUPPLY CHAIN: WHATS AHEAD
METHODOLOGY
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This document and the information contained herein is the property of Saab AB and 

must not be used, disclosed or altered without Saab AB prior written consent.

Q&A

20
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This document and the information contained herein is the property of Saab AB and 

must not be used, disclosed or altered without Saab AB prior written consent.

EXTRA SLIDES
202

21
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INTRODUCTION: CMMC 1.0

22

YEAR

2021 2022 2023 2024 2025 2026 2027 20282020

DIB SPRS registered

CMMC 1.0 roll-out plan

Estimated by DoD (2020): 

Number of DIB handling CUI: 48 999

CMMC 1.0 roll-out plan

Estimated by DoD (2020): 

Number of DIB handling FCI: 97 992

Number of DIBs registered in SPRS since 

30th of November 2020

50 000

100 000

30th of November 2020

Interim Rule SPRS requirement

CMMC 1.0 Level 1

CMMC 1.0 Level 3-5
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CMMC Instruction 

to Contracting 

Officers: 

Include CMMC 

requirement in all

solicitations and 

contracts or task 

orders or delivery 

orders, including 

those using FAR 

part 12 

procedures for the 

acquisition of 

commercial items.

CMMC Instruction to 

Contracting Officers: 

Ramping up by 

Include CMMC 

requirement in 

solicitations and 

contracts or task 

orders or delivery 

orders, including 

those using FAR part 

12 procedures for 

the acquisition of 

commercial items.

INTRODUCTION: CMMC 2.0
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YEAR

2021 2022 2023 2024 2025 2026 2027 20282020

DIB SPRS registered

CMMC 2.0 roll-out plan

Guessed progress of DIBs register its SSP 

and POA&M in SPRS before CMMC 2.0 is 

final rule

Number of DIBs registered in SPRS since 

30th of November 2020

All DIBs
Excluded COTS suppliers

30th of November 2020

Interim Rule SPRS requirement

CMMC 2.0 implementation window (9-24 

months from November 2021).

CMMC 2.0 

SPRS requirement

Rule-making process

9–24 months range

**SPRS = Supplier Performance Risk System. Department of 

Defense Database. 

*POA&M = Plan of Action & Milestones. List includes non-
compliance, compensating controls and when it is corrected. 
According to DFARS 252.204-7012 it must be approved by 
DoD CIO 
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INTRODUCTION: CMMC 2.0

24

Number of 

controls in NIST

51

1 3 5

NIST 800-171 Weighted score (DoD 

Basic assessment methodology)

M
u

s
t / M

a
n

d
a

to
ry

CMMC 2.0 have communicated that all of them 

must be met.

CMMC 2.0 have indicated that the controls can be in 

a POA&M but closed within 180 days.

14

45*
*FIPS 140-2 validated encryption will be accepted in 

POA&M but closed within 180 days. This is a challenge 

for suppliers abroad US.
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DFARS 252.204-7012 (2017) CMMC 1.0 (2019) CMMC 2.0

- 5 Certification levels 3 Certification levels: Foundational (L1 of FCI 

level), Advanced (L2 or CUI level) and Expert 

(L3 or APT level)

NIST 800-171 NIST 800-171 + 20 additional controls and 

process control

NIST 800-171 (anticipated to also include 

NFO controls)

- 3rd party assessment and certification Self assessment, 3rd party assessment and 

DCMA DIBCAC

Self-Assessment and POA&M 

approved by DoD CIO

POA&M not allowed at the time for 

certification

POA&M allowed but not the highest-weighted 

requirements and need to be complete within 

180 days

- Does not allow waivers to CMMC 

requirement

Allow waivers to CMMC requirement under 

“certain limited circumstances” and will be 

“time-bound”

NIST 800-171 already expected to 

be implemented

CMMC roll-out until 2027, thereafter all 

contracts

Roll-out when CMMC 2.0 is finalized, i.e. 

expected rulemaking 9-24 months

CMMC 2.0 Reverted back to basic, thereof the timeline should be taken seriously, i.e. within 24 months

INTRODUCTION: CMMC 2.0
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US CYBERSECURITY WARFARE

Todays battlefield is digital!

Protection of sensitive information and critical 

infrastructure has with time transferred from US 

Government to its suppliers.

To ensure protection US Gov. implements powerful 

enforcement actions and certification criteria for industry.

26
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US CYBERSECURITY WARFARE

Todays battlefield is digital!

Protection of sensitive information and critical 

infrastructure has with time transferred from US 

Government to its suppliers.

To ensure protection US Gov. implements powerful 

enforcement actions and certification criteria for industry.

For example:

• Foreign Ownership, Control or Influence (FOCI).

• US Gov. Acquisition framework

• Defense technology programs

• Standards and certifications

• Foreign trade with for example sensitive or emerging 

technologies

27
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28

Public 
Procurement 

Clauses

NARA

Implement 

EO 13556

32 CFR Part 
2002

EO 13556
Controlled 

Unclassified 

Information

(Sensitive 

Information)

US

Definition of Information 

not allowed by Law to be 

public Information

Sensitive Information

PROTECTION OF SENSITIVE INFORMATION NOT ALLOWED TO BE PUBLIC

2010 2013 2015

• NARA have 124 Information categories registered as CUI, 

i.e. US Law, Regulation or Government policy forbid it to be 

publically available

• 124 Information Categories = will contaminate every phase 

of your business, e.g. solicitation information, agreement, 

time-, quality plan, ECP, etc.

https://www.govinfo.gov/content/pkg/CFR-2018-title32-vol6/pdf/CFR-2018-title32-vol6-part2002.pdf
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Public 
Procurement 

Clauses

NARA

Implement 

EO 13556

32 CFR Part 
2002

NIST SP

800-171

EO 13556
Controlled 

Unclassified 

Information

(Sensitive 

Information)

Government Defined 

“Risk Position“

US

Definition of Information 

not allowed by Law to be 

public Information

Sensitive Information

PROTECTION OF SENSITIVE INFORMATION NOT ALLOWED TO BE PUBLIC

2010 2013 2015 2016

• NARA have 124 Information categories registered as CUI, 

i.e. US Law, Regulation or Government policy forbid it to be 

publically available

• 124 Information Categories = will contaminate every phase 

of your business, e.g. solicitation information, agreement, 

time-, quality plan, ECP, etc.

• NIST defines the cybersecurity posture/maturity a supplier 

need to have, i.e. DoD risk position for exfiltration of CUI to 

adversaries.

• All information system needed to store, process, transit or 

protect CUI is scoped by NIST SP 800-171

• CMMC 2.0 Scoping Guide

https://www.govinfo.gov/content/pkg/CFR-2018-title32-vol6/pdf/CFR-2018-title32-vol6-part2002.pdf
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Public 
Procurement 

Clauses

NARA

Implement 

EO 13556

32 CFR Part 
2002

NIST SP

800-171

PRIME

Signed DFARS 
252.204-7012

TIER 1 
(Contractors 

suppliers)

TIER  2 

(Sub-
suppliers)

TIER…
EO 13556
Controlled 

Unclassified 

Information

(Sensitive 

Information)

Government Defined 

“Risk Position“

Supply Chain Capability 
to 

Protect CUI

US

Definition of Information 

not allowed by Law to be 

public Information

Sensitive Information

PROTECTION OF SENSITIVE INFORMATION NOT ALLOWED TO BE PUBLIC

2010 2013 2015 2016 2017

https://www.govinfo.gov/content/pkg/CFR-2018-title32-vol6/pdf/CFR-2018-title32-vol6-part2002.pdf


COMPANY UNCLASSIFIED| NOT EXPORT CONTROLLED | NOT CLASSIFIED

Urban Lyxzén Bervelius, Saab Group | N/A| Issue  1

“TRUST BUT VERIFY”

TRUST IS GOOD, VERIFY IS BETTER

• US Government conclusion 2018 was that TRUST based approach have not 

worked

• US Government Initiated Cybersecurity Maturity Model Certification (CMMC) 

Initiative 2019 as a VERIFY based approach by third party assessor.

31
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“TRUST BUT VERIFY”

TRUST IS GOOD, VERIFY IS BETTER

• US Government conclusion 2018 was that TRUST based approach have not 

worked

• US Government Initiated Cybersecurity Maturity Model Certification (CMMC) 

Initiative 2019 as a VERIFY based approach by third party assessor.

CARROT AND STICK

• Carrot

• The contractor or sub-supplier remains in the supply chain

• Stick

• Financial consequences (fines, withholding payment etc.)

• Cancellation of contract, 

• Termination as supplier (blacklisting) to US Government

• False cybersecurity compliance statements from suppliers may result in 

criminal liability (False Claims Act). 

• Department of Justice (DoJ) stated that false cybersecurity compliance 

statements is on the priority list. Source: Department of Justice

32

https://www.justice.gov/opa/speech/acting-assistant-attorney-general-brian-m-boynton-delivers-remarks-federal-bar
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SUPPLY CHAIN IMPACT WITH “VERIFY”

HOW DOES CUSTOMER “VERIFY” APPROACH 

AFFECT CONTRACTORS SUPPLY CHAIN?

• US Government makes the contractor Ultimately 

responsible for its Supply Chain

• Enforcing a “Verify” approach requiring not only that 

Contractor is Certified, but also its Supply Chain that need 

to handle Sensitive Information. 

33

Source: DAU (2020)

https://www.dau.edu/_layouts/15/WopiFrame.aspx?sourcedoc=/Lists/Events/Attachments/289/CMMC%20Webcast%2013%20October%202020%20Final%20r2.pdf&action=default
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SUPPLY CHAIN: WHATS AHEAD

34

THE PATH FORWARD WILL BE LIMITED

1. In-house, take back production

“Cyber insurers have become more 

aware of ambiguities in their 

insurance in recent years, but some 

are slower to adapt than others.”

“Any time there's ambiguous wording 

on a policy, it's to the client's 

advantage, not the insurer's.”
Source: Reuters (31 March 2022)

https://www.reuters.com/business/cyber-insurers-face-hefty-ukraine-war-related-claims-despite-fine-print-2022-03-31/
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SUPPLY CHAIN: WHATS AHEAD
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THE PATH FORWARD WILL BE LIMITED

1. In-house, take back production

2. Choose Strategical Suppliers with the same 

challenge and interest to solve it with you

“Cyber insurers have become more 

aware of ambiguities in their 

insurance in recent years, but some 

are slower to adapt than others.”

“Any time there's ambiguous wording 

on a policy, it's to the client's 

advantage, not the insurer's.”
Source: Reuters (31 March 2022)

https://www.reuters.com/business/cyber-insurers-face-hefty-ukraine-war-related-claims-despite-fine-print-2022-03-31/
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SUPPLY CHAIN: WHATS AHEAD
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THE PATH FORWARD WILL BE LIMITED

1. In-house, take back production

2. Choose Strategical Suppliers with the same 

challenge and interest to solve it with you

3. Provide suppliers with IT solution, i.e. build you 

own collaboration/supplier cloud

“Cyber insurers have become more 

aware of ambiguities in their 

insurance in recent years, but some 

are slower to adapt than others.”

“Any time there's ambiguous wording 

on a policy, it's to the client's 

advantage, not the insurer's.”
Source: Reuters (31 March 2022)

https://www.reuters.com/business/cyber-insurers-face-hefty-ukraine-war-related-claims-despite-fine-print-2022-03-31/
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SUPPLY CHAIN: WHATS AHEAD
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THE PATH FORWARD WILL BE LIMITED

1. In-house, take back production

2. Choose Strategical Suppliers with the same 

challenge and interest to solve it with you

3. Provide suppliers with IT solution, i.e. build you 

own collaboration/supplier cloud

4. Address to the Government of the need of a 

nation cloud

“Cyber insurers have become more 

aware of ambiguities in their 

insurance in recent years, but some 

are slower to adapt than others.”

“Any time there's ambiguous wording 

on a policy, it's to the client's 

advantage, not the insurer's.”
Source: Reuters (31 March 2022)

https://www.reuters.com/business/cyber-insurers-face-hefty-ukraine-war-related-claims-despite-fine-print-2022-03-31/
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SUPPLY CHAIN: WHATS AHEAD

38

IF YOU ARE A SMALL, MEDIUM BUSINESS

1. Think of which contracts and customer you 

want!
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SUPPLY CHAIN: WHATS AHEAD
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IF YOU ARE A SMALL, MEDIUM BUSINESS

1. Think of which contracts and customer you 

want!

2. Ask yourself: What is our cybersecurity baseline 

today, do we have a supportive Architecture?
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SUPPLY CHAIN: WHATS AHEAD
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IF YOU ARE A SMALL, MEDIUM BUSINESS

1. Think of which contracts and customer you 

want!

2. Ask yourself: What is our cybersecurity baseline 

today, do we have a supportive Architecture?

3. Ask if the customer can provide a collaboration 

service. With that the responsibility to protect 

the sensitive information remains with the 

customer.
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SUPPLY CHAIN: WHATS AHEAD
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IF YOU ARE A SMALL, MEDIUM BUSINESS

1. Think of which contracts and customer you 

want!

2. Ask yourself: What is our cybersecurity baseline 

today, do we have a supportive Architecture?

3. Ask if the customer can provide a collaboration 

service. With that the responsibility to protect 

the sensitive information remains with the 

customer.

4. Have a long term goal, you may need to say No 

to contracts along the way!
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SUPPLY CHAIN: WHATS AHEAD
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IF YOU ARE A LARGE ENTERPRISE

• Ask yourself: What is our cybersecurity baseline 

today, do we have a supportive Enterprise 

Architecture?
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“As-Is”
SSP Scoring 
(If needed)

CUI 
Assessment 
Methodology

Definition 
“Bare 

Minimum”

Application 
Interdepende

ncies

Design: 
Architectural 

Concept

Design: 
Target 

Architecture
Build Transit Operation

SUPPLY CHAIN: WHATS AHEAD
METHODOLOGY
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SUPPLY CHAIN: WHATS AHEAD
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IF YOU ARE A LARGE ENTERPRISE

• Ask yourself: What is our cybersecurity baseline 

today, do we have a supportive Enterprise 

Architecture?

• Are we dependent on Cloud-provider?
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SUPPLY CHAIN: WHATS AHEAD
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IF YOU ARE A LARGE ENTERPRISE

• Ask yourself: What is our cybersecurity baseline 

today, do we have a supportive Enterprise 

Architecture?

• Are we dependent on Cloud-provider?

• Do I know what type of cloud services is 

compliant to be used?

• “Compliance” Vs “Cybersecurity” aspect
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IF YOU ARE A LARGE ENTERPRISE

• Ask yourself: What is our cybersecurity baseline 

today, do we have a supportive Enterprise 

Architecture?

• Are we dependent on Cloud-provider?

• Do I know what type of cloud services is 

compliant to be used?

• “Compliance” Vs “Cybersecurity” aspect

• Ask yourself: Do I know our supply-chain 

cybersecurity baseline and how many Tiers we 

have?
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IF YOU ARE A LARGE ENTERPRISE

• Ask yourself: What is our cybersecurity baseline 
today, do we have a supportive Enterprise 
Architecture?

• Are we dependent on Cloud-provider?

• Do I know what type of cloud services is 
compliant to be used?

• Compliance Vs Cybersecurity aspect

• Ask yourself: Do I know our supply-chain 
cybersecurity baseline and how many Tiers we 
have?

• Is it necessary to flow down Sensitive Information 
to our Supply Chain?
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SUMMARY OF THE MEGATREND

Public 
Procurement 

Clauses

NARA

Implement 

EO 13556

32 CFR Part 
2002

NIST SP

800-171

PRIME

Signed DFARS 
252.204-7012

TIER 1 
(Contractors 

suppliers)

TIER  2 

(Sub-
suppliers)

TIER…

Sensitive Information

EO 13556
Controlled 

Unclassified 

Information

(Sensitive 

Information)

https://www.govinfo.gov/content/pkg/CFR-2018-title32-vol6/pdf/CFR-2018-title32-vol6-part2002.pdf
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Thank you 
Urban Lyxzén Bervelius


