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Growing risk picture and increased enforcements



Sanctions Compliance Program



Legal framework and expectations

• Regulatory expectations for sanctions compliance frameworks remain formally undocumented in 
many jurisdictions, including Norway 

• Some guidance from Norwegian authorities on “Know your customer” and how to comply with asset 
freeze measures, but limited to counterparty risks

• Other stakeholders' expectations, e.g. Norwegian banks

• Other places to look for direction:

o The OFAC Framework for Compliance Commitments, May 2019: guidelines on developing and 
implementing an OFAC sanctions compliance program 

o OFAC’s advisories gives a preview of OFAC’s enforcement priority and input to maintaining 
sanctions compliance program

o The EU guidance on internal compliance programmes (ICP) for dual-use trade controls, July 2019 

o The Dutch guidelines for compiling an ICP for strategic goods and sanctions, December 2019



What does OFAC expect from the sanctions compliance 
program?

• Written policies and 
procedures 

• Reporting lines and 
escalation chains

• Periodic internal and/or 
external audits of the SCP

• Objective testing and 
audit of the SCP

• Findings must be 
remediated and used to 
enhance the SCP

• “A holistic review of the 
organization from top-to-
bottom and assess its 
touchpoints to the 
outside world”

• Counterparty risk

• M&A risk

• Tailored to the company's 
risk profile (its business 
activities) and to high-risk 
employees

• Minimum annually to all 
appropriate personnel

Tailored training
Periodic risk 
assessment

Internal 
controls

Testing and 
auditing

• Appointing dedicated 
compliance personnel

• Providing compliance 
function with 
adequate resources 
and support, incl. 
direct reporting lines 
to senior mngmt.

Develop and communicate 
a “culture of compliance”

Management 
Commitment



Advantages of taking a holistic risk approach

• The OFAC framework aligns with DOJ’s expectations for 
effective corporate compliance program 

• Overlapping risk picture of sanctions, corruption, human 
rights violations, money laundering and cyber crime

o Yet, they sanctions compliance is often handled in 
isolation – e.g. by different functions in the company, 
separate risk assessment and screening procedures

• Advantages of taking a coordinated approach to sanctions, 
anti-corruption and anti-money laundering risk 
management

• It’s essential that sanctions compliance forms part of 
existing risk mitigating measures, such as:

o third party risk management  

o procurement procedures

o supply chain qualification

o product inventory

o training
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• Conducting transactions outside of established commercial 
practices

• US persons facilitating sanctioned transactions for non-US 
companies and individuals (e.g. non-US entity involving 
their U.S.-based headquarters or personnel)

• Non-US persons exporting or re-exporting US-origin goods
to a US sanctioned country/person 

• Non-US persons processing USD-transactions through US 
financial institutions that pertain to commercial activity 
involving a US-sanctioned country/person 

Pitfalls

• Not looking, or even be aware, of its sanctions risk 
exposure points

• Missing key facts

• Misinterpreting the applicability of sanctions regulations

• Improper or incomplete due diligence 

• Decentralized compliance structures and lack of a formal 
escalation process for high-risk transactions

• Sanctions screening software gaps, filter faults or using 
outdated sanctions lists



Sanctions Due Diligence Requirements



“One of the fundamental components of an effective OFAC 

risk assessment and SCP is conducting due diligence on an 

organization’s customers, supply chain, intermediaries, and 

counter-parties.”

Cf. The U.S. Department of Treasury, “A Framework for OFAC Compliance 

Commitments”, May 2019  



• Breaching the Norwegian sanctions is a criminal offence 

o Committed wilfully or by neglect

• Sanctions due diligence and screening are crucial to avoid 
sanctions breach.

• Having performed robust and proportionate due diligence may 
be a defence should a sanctions enforcement matter arise

Saying you didn’t know won’t necessarily help to excuse a breach 
– but proving that you thought about it and tried your best to 
avoid it will help.

• How much due diligence is enough - when can you stop 
digging? 

Look before you leap



Screening sphere - Direct transfers
Contracting party

• Making funds or economic resources 
available directly to or for the benefit of a 
designated person



Screening sphere - Indirect transfers
“Sanctioned by extension”

• Making funds or economic resources available indirectly to or for 
the benefit of a designated party

• Companies that are “sanctioned by extension” are not 
themselves on any sanctions list, but their owner(s) is on a 
sanctions list

o The EU/Norwegian asset freeze apply to entities that are 
owned more than 50 % or controlled by a designated party

o Under OFAC’s 50 %-rule, a company is sanctioned if its 
owned in the aggregate 50% or more by one or more SDNs

• Need to identify and screen the direct and indirect owners, 
including UBO

“If the ultimate beneficial ownership of an entity rests with a 
designated person (for example, they own a corporate body which 
owns another corporate body), OFSI takes the view that all entities 
that are part of the ownership chain are subject to financial 
sanctions.” 

cf. OFSI’s Financial Sanctions Guidance
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Screening sphere - Indirect transfers (cont.)
Other third parties

• End-customer, board of directors, key executives, company 
representatives

• Others? Subject to a concrete and risk-based assessment

o E.g. bank, end-customer’s owners, other suppliers to the 
project etc.

• The threshold of when you should have inferred knowledge or 
formed suspicion of potential sanctions red flags depends on the 
factual circumstances available 



Other sanctions risk mitigating measures

1. Determine which national governments may enforce 
jurisdiction

2. Screen products - Need to apply for a 
license/authorization? 

3. Identify the end-use

4. Implement contractual provisions – and enforce them

o Sanctions compliance clause, audit and termination-
rights, end-user certificate (when applicable)

5. Record keeping - if it’s not documented it hasn’t 
happened

6. Monitor developments - you are aiming at a moving 
target

7. Compliance with the other private (financial) agreements 
– banks as the new watchdogs? 



Some sanctions compliance lifehacks

• Pay attention to OFAC enforcement actions – it is good training 
material

• Adopt a risk-based approach

• Engage in the business development/sales team

• Have in mind your banks perspective 

• Provide assurance that sanctions procedures are being met

• Uphold accountability

• Focus on continuous improvement
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trade control specialists, she is often engaged to coordinate and assist with sanctions 
assessments under multiple jurisdictions, including U.S. sanctions. In addition, she 
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